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1. Purpose of the Manual

This Manual shall be used by volunteers of the Presidential Transition Team (PTT) office from the date the office is opened (11/5/2008) through formal closing of the office at a date to be determined.

This Manual summarizes the personnel policies and procedures that are applicable to volunteers of the Office of President-Elect’s and Vice-President-Elect’s transition team ("the Office"). All volunteers should read the information in this Manual promptly and thoroughly so that each volunteer has an understanding of the policies and procedures of the Office. We expect all volunteers to sign the Acknowledgement form in Appendix A within two days of starting with the Office. This Manual, however, cannot anticipate every situation; it can provide only an overview of policies and procedures. 
This Manual is not a contract of employment or a legal document, nor should its contents be considered a strict interpretation of policies or procedures that are described herein.

To meet changing circumstances, the Office reserves the right to change, revise, or rescind any of the policies or procedures described in this Manual, whenever, in its sole discretion, the Office deems it appropriate to do so, without prior notice. Such changes, if any, may be implemented even if they have not been communicated, reprinted or substituted in this manual. Policies and procedures are subject to interpretation by the Office, and exceptions may be made in individual cases at the discretion of the President-Elect, Vice-President-Elect, PTT Chair, Chief of Staff, or their designee.

This Manual should be treated as a confidential document, and its contents should not be disclosed to anyone outside the Office. It is for use only at the Office. A Volunteer who leaves the Office or transfers to a position in which a personal copy of the manual is not longer required should return his or her copy to the Volunteer manager.
Again, all volunteers must sign and return to Human Resources the Acknowledgement form (attached as Appendix A) within two days of starting with the Office.

2. Policies and Procedures
2.1 Statement of Equal Volunteer Policy

The Office does not discriminate against any person on the basis of race, color, national origin, religion, sexual orientation, gender (including marital or parental status), disability, age, or any other basis prohibited by law.  This policy covers all programs, services, policies and procedures of the Office, including opportunity for a volunteer and treatment as a PTT volunteer. 

Except where a bona fide occupational requirement may disqualify an individual for a specific position, employment practices of the Office are to allow each volunteer the right to be free from discrimination on the basis of race, color, national origin, religion, sexual orientation, gender (including marital or parental status), disability, age, veteran status or any other basis prohibited by law.  This policy covers all programs, services, policies and procedures of the Office, including opportunity for employment and treatment as a PTT volunteer. 

2.2 Personal Records

It is the policy of the Office to maintain volunteer-related information in confidence to the greatest extent practicable, with information released only to those persons with a legitimate need to know.

It is important that the Office be informed on a timely basis of any change with respect to the following:

· Name

· Address 
· Home telephone number

· Whom to contact in case of emergency, injury, or illness.

2.3 Attendance Policy
 Office Hours

The office is open from 9:00 a.m. until 9:00 p.m. Monday through Friday; 9:00 a.m. until 5:00 p.m. Saturday; and, 10:00 a.m. until 3p.m. Sunday. 
Attendance and punctuality are essential to the efficient operation of the Office. It is recognized that there are situations beyond volunteer’s control that may create absenteeism or tardiness. Such actions disrupt schedules and create a burden on fellow volunteers and the Office. 

Volunteers who must leave their committed hours early because of illness or other unavoidable reasons are responsible for personally notifying their volunteer supervisor. 
2.3.1. Snow Days and Other Contingencies

During snow emergencies, volunteer staff should be aware that the Office does not follow the policy of the federal, state or local governments.  Except in extreme circumstances, the Office will remain open.  

During snow emergencies the Office will be open at 9 a.m. Should the weather circumstances be extreme and the PTT Chair or Chief of Staff, or their designee determines the office should be closed, an email message will be sent notifying volunteers of decision. When the federal, state or local governments are closed but the Office is open, you must contact your volunteer coordinator if you are unable to make it into the office.
If the Office is closed, volunteers living close to the office are requested to try to make an effort to come in to answer the telephones.

2.4 Conflicts of Interest/Ethics 

2.4.1. Ethics and Confidentiality

Your service for the Office and your volunteer status is treated as private information, except to the extent that we are required to disclose this data for federal reporting purposes.  Confidentiality is of paramount importance to this organization. You are expected to respect the privacy of others in those matters, and, in turn, the Office has a responsibility to honor your privacy.

Absolute confidentiality must be maintained concerning Office matters. Always assume anything you have heard or read to be of a confidential nature.  Documents, which cross your desk and conversations you hear, cannot be disclosed to anyone outside of the Office.  Please do not embarrass yourself, the President-Elect and Vice-President-Elect, the PTT or others by repeating or discussing these matters. 

All press inquiries must be directed to the Press Secretary.  Under no circumstances should PTT volunteers communicate with members of the press.  Non-authorized communications with the media may result in immediate termination of your relationship with the Office.
Volunteers of the Office are not to engage in conduct that constitutes a conflict of interest, a potential conflict of interest, or the appearance of a conflict of interest. In general, a "conflict of interest" is any activity or association by a volunteer that might compromise or be perceived as compromising the integrity of the operations of the Office or the performance of the volunteer's duties. No one on the PTT staff, including volunteers, may accept any gifts given to influence or attempt to influence policy or positions to be taken by the Administration-elect, including meals, drinks, and entertainment. The acceptance of gifts may constitute a conflict of interest.
You will be asked to sign a separate Acknowledgement of Ethics policy (appendix A) within two days of starting with the Office.

2.4.2. Political Activities

Political activity by any PTT volunteer, designated or otherwise, may not be conducted on Office time, or in Office space, and may not involve the use of Office resources or property.

2.4.3. Office Property

In the event of an emergency, the absence of a volunteer or under certain other circumstances, it may be necessary for the Office to enter a volunteer's office, desk or file cabinets to retrieve materials or files. Therefore, the Office reserves the right to enter a volunteer’s office or work station, including a volunteer's desk and file cabinets. It should be noted that all offices, desks, file cabinets, computers, and other office equipment are the property of the General Services Administration (GSA) and are issued for the use of volunteers in relation to their service with the Office.

2.5 Drug and Alcohol Abuse Policy
Purpose

The President-Elect, Vice President-Elect, and the PTT staff occupy sensitive positions requiring a high degree of trust and confidence. Additionally, the Office has a responsibility to protect its volunteers, the public, and all other persons who interact, directly or indirectly, with the Office's volunteers. 

The Office strictly prohibits all PTT volunteers from being under the influence of drugs or alcohol while volunteering or while on the workplace premises.
Definitions

Volunteer time - means any time and at any place a volunteer is either representing the Office, handling business of any form affecting the Office, or attending an event -- regardless of the time or day -- to which he/she would not have been invited but for the fact that he/she is volunteering for the Office (e.g. evening reception).
Under the Influence - The Office may determine that a volunteer is "under the influence" with respect to alcohol if the volunteer exhibits physical symptoms, such as slurred speech, alcohol related bodily odors, loss of balance, or lapses of consciousness, for which the volunteer cannot provide a credible explanation and which reasonably lead a supervisor to believe the volunteer's ability to perform his or her service safely or effectively has been impaired by alcohol.

The Office may determine that a volunteer is "under the influence" with respect to drugs if the Office observes the volunteer's unauthorized possession of a controlled substance, or the volunteer exhibits physical symptoms such as dilated pupils, rapid heart rate, drug-related bodily odors, slurred speech or lapses of consciousness, for which the volunteer cannot provide a credible explanation and which reasonably lead a supervisor to believe a volunteer's ability to perform his or her service safely or effectively has been impaired by drugs.

Drugs - The term "drugs" means any and all controlled substances except those taken in accordance with a lawful prescription issued to the user.

Controlled substance - means a controlled substance as defined in Schedules I through V of Section 202 of the Controlled Substances Act, 21 U.S.C. ' 812, which includes, but is not limited to, the following: opiates (including heroin or morphine), hallucinogens (including marihuana, PCP or LSD), depressants (including barbiturates), stimulants (including amphetamines or cocaine), deliriums (including inhalants such as glue solvent and nitrous oxide), and anabolic steroids.

2.5.1. Voluntary Treatment and Counseling

The Office encourages all volunteers who need assistance in dealing with alcohol or drug dependency problems to seek counseling through the various private and public agencies and programs that exist in their communities. 

2.6 Health, Safety, and Security Policy

It is the policy of the Office to maintain safe volunteering conditions for its employees and volunteers.

Accordingly, all volunteers are expected to abide by applicable safety and security rules and regulations at Office facilities. Failure to observe general safety procedures, neglect of the safety of others, or the commission of unsafe acts is unacceptable.

In furtherance of security and safety concerns, offices and work stations are subject to inspection at the Office's discretion.
2.6.1. Volunteer ID Cards

All volunteers are issued identification cards that allow access to the Office. Approval for Volunteer ID’s require approval by Department Heads or above.

Volunteers must immediately report lost or stolen I.D. cards and will be issued a new I.D. card.  Failure to immediately report a lost or stolen I.D. card may result in disciplinary action, including termination of the volunteer’s relationship with the Office.  

I.D. cards are U.S. government property, and as such must be returned upon termination of the volunteer’s relationship with the Office.
2.6.2. Volunteer Safety and Health

We strive to provide safe volunteering conditions for our volunteers.  We observe the safety laws of the government within whose jurisdiction we operate.  No one will knowingly be required to work in any unsafe manner.  Safety is every volunteer’s responsibility, and all volunteers are expected to do everything reasonable and necessary to keep the office a safe place to work.

2.6.3. Fires and Emergencies

IN CASE OF EMERGENCY, first CALL 9-911.  Volunteers shall follow the emergency action plan that has been developed for the Office. Each volunteer shall read and understand its directives and procedures.

Follow specific fire and emergency instructions posted in public areas of the office.  Volunteers are personally responsible to know the location of the nearest fire alarms and evacuation routes and rally points. Follow the building emergency procedures and report as instructed to the designated area to complete the emergency reporting process.

2.6.4. Accidents

Any volunteer who is injured while volunteering must report the injury immediately to the Office Manager and must complete an official notice of injury. The appropriate form may be obtained from the Office Manager.

2.6.5. Smoking Policy

The Office recognizes that smoking is hazardous to the health of the individual smoker as well as to those individuals in the surrounding environment. Therefore, volunteers of the Office may not use cigarettes, cigars, pipes or other tobacco products while in the Office. When necessary, visitors to the Office should be informed that smoking is not permitted in the Office.

Smoking is prohibited in all areas of the Office.
2.6.6. Medical Emergencies

A doctor will be present on site during the day – specific hours will be posted.
If 9-911 needs to be called, we notify security so that they can control access to the building.

First Aid Kits can be found on each floor in the kitchen area.

2.7 Harassment Policy

It is the policy of the Office that harassment, based on any legally protected status or characteristic, including race, color, religion, national origin, disability, age, uniformed service, gender and sexual orientation, is prohibited and will not be tolerated.

Generally, prohibited harassment is conduct, including comments, that is directed against an individual based on the individual's protected status or characteristic if the conduct (1) is unwelcome; (2) has the purpose or effect of creating an intimidating, hostile or offensive work environment; and (3) is sufficiently severe or pervasive to alter the conditions of work for the targeted individual.

Examples of prohibited conduct based on an individual's legally protected status or characteristic include the following:

· Verbal abuse, slurs and jokes. This includes oral or written ethnic and racial jokes and slurs and comments that stereotype individuals based on their race, color, religion, age, national origin, sexual orientation, disability or other legally protected status or characteristic. 

· Graffiti, cartoons or other graphic materials. This includes written materials, pictures and other depictions that are demeaning or hostile and that are based on the race, color, religion, age, national origin, sexual orientation, gender identity, disability or other legally protected status or characteristic of an individual or group. 

· Threats, pranks or vandalism. This includes intimidating comments and/or conduct directed at individuals based on their race, color, religion, age, national origin, sexual orientation, disability or other legally protected status or characteristic. 

The Office expects and requires that all who share our workplace will comport themselves in a manner that respects the dignity of all. The type of prohibited conduct described above should never become part of the conditions of employment for any of us, nor should acceptance of such prohibited conduct be required of any individual in our workplace.
2.7.1. Sexual Harassment

One form of prohibited harassment is sexual harassment. Sexual harassment is defined as unwelcome sexual advances, requests for sexual favors, and other unwelcome verbal or physical conduct of a sexual nature when:

· the volunteer’s submission to or rejection of the conduct results in a tangible employment action (such as promise of employment or promise of no employment); or

· the conduct is sufficiently severe or pervasive to interfere unreasonably with the volunteer’s performance or volunteer environment.

Sexual harassment may include such actions as sex-oriented verbal "kidding," "teasing," jokes, or suggestive or lewd remarks; subtle or blatant pressure for sexual activity or unwelcome dating; physical contact such as pinching or brushing against another's body; demands for sexual favors; unwanted hugging or kissing; and displaying derogatory or pornographic posters, cartoons, drawings, or male or female pinups.

2.7.2. Procedure for Reporting Harassment

The Office has established a procedure for reporting harassment complaints. Volunteers should follow this procedure for reporting any form of harassment. If you feel that you have been the victim of any prohibited harassment, immediately notify the Volunteer Manager who will contact the HR Manager. You are not required to confront or to report the alleged harassment to the individual whom you believe is harassing you. Your complaint will be taken seriously and will be investigated immediately, as confidentially as possible. If the complaint is found to be valid, appropriate corrective action, which may include termination or lesser disciplinary action depending on the severity of the offense, will be taken against the harasser.

Any supervisor who receives a complaint of sexual harassment must immediately report the complaint to the HR Manager or Volunteer Manager who will contact the HR Manager.
Volunteers have an obligation to report all incidents of harassment in conformity with the above complaint procedure, regardless of whether the harassing behavior is directed at the volunteer or at someone else in the Office.

It is against Office policy for any volunteer to retaliate in any way against a volunteer for having complained about harassment. Any volunteer who does retaliate will be disciplined up to and including termination of the volunteer’s relationship with the Office.
2.7.3. Whistleblower Policy  

If any volunteer reasonably believes that some policy, practice, or activity of Office is in violation of law, a written complaint must be filed by that volunteer with the PTT Chair or Chief of Staff. It is the intent of the Office to adhere to all laws and regulations that apply to the organization and the underlying purpose of this policy is to support the organization’s goal of legal compliance. 

The support of all volunteers is necessary to achieve compliance with various laws and regulations. A volunteer is protected from retaliation only if the volunteer brings the alleged unlawful activity, policy, or practice to the attention of the Office and provides the Office with a reasonable opportunity to investigate and correct the alleged unlawful activity. The protection described below is only available to volunteers that comply with this requirement. 

The Office will not retaliate against a volunteer who in good faith, has made a protest or raised a complaint against some practice of the Office, or of another individual or entity with whom Office has a business relationship, on the basis of a reasonable belief that the practice is in violation of law, or a clear mandate of public policy.

The Office will not retaliate against volunteers who disclose or threaten to disclose to a supervisor or a public body, any activity, policy, or practice of the Office that the volunteer reasonably believes is in violation of a law, or a rule, or regulation mandated pursuant to law or is in violation of a clear mandate or public policy concerning the health, safety, welfare, or protection of the environment.

A copy of the Whistleblower Policy form is included as Appendix A1.3 and must be signed by the Volunteer.
2.7.4. False or Malicious Accusations

False or malicious complaints of prohibited harassment whistle blowing or discriminatory conduct – as opposed to complaints that, even if erroneous, are made in good faith – may be subject to appropriated corrective action.

2.7.5. Solicitations and Distribution of Literature

In the interest of maintaining a proper working environment and preventing interference with work and inconvenience to others, the Office prohibits volunteers from distributing literature, printed materials or petitions of any kind during volunteer time or in volunteer areas.

Volunteers are also prohibited from soliciting during volunteering time. "Soliciting" includes soliciting for membership, contributions, pledges, or subscriptions for any unauthorized purpose. This policy also prohibits such solicitation or distribution by electronic mail.

2.8 Media Relations

Only the Press Secretary is permitted to communicate about any matter related to the Office with members of the press without direct authorization from the Chief of Staff.  Volunteers receiving requests or contacts from the media regarding any issue related to their volunteer status must report them to Chief of Staff immediately.

3. Volunteer Office Holiday Notice

3.1 Holidays

Unless otherwise announced, the Office will observe the following holidays 

· Veteran’s Day (November 11, 2008)

· Thanksgiving Day (November 27, 2008)

· Christmas Day (December 25, 2008)

· New Year’s (January 1, 2009)

· Martin Luther King Jr’s. Birthday (January 19, 2009)
4. Volunteer Conduct and Discipline

4.1 Volunteer Conduct and Discipline

To ensure that all volunteers are serving in a safe and productive environment and that the Office is able to operate at optimum efficiency, certain general standards of personal conduct and volunteer performance have been established.

Standards of personal conduct, however, are uniform throughout the Office. Volunteers are expected to be courteous and respectful.

4.2 Insubordination

Volunteers are expected to follow directions given by a supervisor or a person in authority. Failure to perform or unreasonably delaying the performance of instructions given by a supervisor or person in authority is unacceptable and may result in disciplinary action, up to and including termination of the volunteer’s relationship to the Office.
4.3 Dress Code

All volunteers are expected to dress in attire appropriate to their position and duties.

4.4 Misconduct

The following actions are unacceptable and may result in appropriate disciplinary action, up to and including termination of association with the Office. The misconduct identified below is merely illustrative, is not intended to be a complete list of misconduct, and does not alter the Office's at-will volunteer policy:

1. Falsifying Office records, including injury reports, personnel documents, etc.

2. Removing Office property, records, or documents without proper authorization; releasing sensitive or confidential information without proper authorization; allowing access to such information by unauthorized personnel; or using such information or property for personal reasons.

3. Unauthorized possession, willful destruction, or abuse of Office property or the property of any individual on the premises.

4. Entering a restricted area, or allowing another person to enter a restricted area, without proper authorization.

5. Use of abusive, threatening or obscene language; using language that adversely affects morale, production or maintenance of discipline.

6. Engaging in discrimination or harassment.

7. Utilizing official property for personal benefit.

8. Violating the Office's alcohol and drug abuse policy.

9. Possessing dangerous weapons on the premises without proper authorization.

10. Illegal or disorderly conduct of any kind such as fighting, wrestling, roughhousing, or any other activity that is potentially hazardous to life, limb or property.

11. Failure to follow Office policy concerning the acceptance of gifts, and the reporting of financial interest, employment or conflict of interest.

12. Failure to observe general safety procedures, neglect of the safety of others, or the commission of unsafe acts.

13. Reviewing the electronic mail files of employees and/or volunteers without appropriate authorization.

14. Failure to follow the Office's computer or electronic mail policy.

15. Use of official stationery or any other Office property for personal reasons.

16. Unauthorized communications with members of the press, written statements, personal appearances, testimony, articles or comments on any aspect of the volunteer's official responsibility as a volunteer of the Office or relating to matters of the Office without direct clearance from the Communications Director.

17. Violating the Office's solicitation and distribution policy.

18. Any other action that is deemed to be inconsistent or incompatible with the standards and expectations of the Office, or to show a disregard for the Office.
Appendix – A

A1
Forms

A1.1
Receipt of Policy Manual

Acknowledgement

Receipt of PTT Office Policy Manual for Volunteers
I acknowledge that I have received a copy of the PTT Policy Manual. I have read and understand its contents. I understand the Manual is intended to provide me with general information about policies and procedures of the PTT that govern my volunteer service. I further understand that all policies, procedures and benefits described in this Manual are subject to change at any time and at the discretion of the PTT.  

I acknowledge and understand that volunteering with the PTT is at-will and that all volunteers serve at the pleasure of the PTT. Accordingly, I have the right to resign from my volunteer position at any time, and the PTT can terminate my volunteer relationship, with or without cause, at any time, except, of course, in violation of any applicable law.

I understand that by signing this Acknowledgement I do not waive my rights under applicable laws. I acknowledge that no one in the Office is authorized to make exception to this understanding, except President-Elect Obama who must do so in writing. Except as otherwise noted herein, this Manual applies to all volunteers of the Office, including full-time and part-time volunteers. Volunteers are expected to abide by the general Office policies and standards of official conduct described in this Manual.

_____________________________

______________

Signature of Volunteer


Date

_____________________________

______________

Authorized Office Official


Date

A1.2
Volunteer Protection (Whistleblower) Policy Form

If any volunteer reasonably believes that some policy, practice, or activity of the Office is in violation of law, a written complaint must be filed by that volunteer with the PTT Chair or Chief of Staff. It is the intent of Office to adhere to all laws and regulations that apply to the organization and the underlying purpose of this policy is to support the organization’s goal of legal compliance. 

The support of all volunteers is necessary to achieve compliance with various laws and regulations. A volunteer is protected from retaliation only if the volunteer brings the alleged unlawful activity, policy, or practice to the attention of Office and provides the Office with a reasonable opportunity to investigate and correct the alleged unlawful activity. The protection described below is only available to volunteers that comply with this requirement. 

The Office will not retaliate against a volunteer who in good faith, has made a protest or raised a complaint against some practice of the Office, or of another individual or entity with whom Office has a business relationship, on the basis of a reasonable belief that the practice is in violation of law, or a clear mandate of public policy.

The Office will not retaliate against volunteers who disclose or threaten to disclose to a supervisor or a public body, any activity, policy, or practice of the Office that the volunteer reasonably believes is in violation of a law, or a rule, or regulation mandated pursuant to law or is in violation of a clear mandate or public policy concerning the health, safety, welfare, or protection of the environment.

_________________________________________ 
_____________

Volunteer Signature 




Date

________________________________

__________

Authorized Office Signature



Date

Appendix B

Technology Policy

The Office understands computing technology, electronic mail, and the Internet to be essential tools for the work. Volunteers are encouraged to enhance their productivity by using such tools while following the guidelines for their use set in this document. The Internet is a largely unregulated and open medium and we have a duty to protect the security of the Office’s internal information for our employees, volunteers, donors, and citizens across the country. 

Office computing technology is assigned and supported exclusively for the work of the Office. However, volunteers may from time to time use such technology for personal purposes so long as it does not interfere with the volunteer's work or that of others in the Office. Use of Office resources for any illegal activity, including piracy of music, video, or other medium, or for accessing or distributing material inappropriate to the Office is strictly prohibited and will lead to disciplinary action or termination. The Office routinely monitors all network traffic, including web sites visited by individual users. Office management reserves the right to monitor such Internet traffic. Therefore, you should have no expectation of privacy when you use Office assets.

B.1 Office Intranet 

B.1.1 Confidentiality

During volunteering with the Office, all volunteers will be exposed to certain information of a sensitive or confidential nature. It is critical that confidentiality be maintained by all volunteers who volunteer for the Office, that no disclosure of confidential information be made to anyone except as required, and that no use be made of confidential information for personal gain or advantage or for the harm of others.

Examples of sensitive or confidential information may include information designated as classified or secret by the government, matters involving the personal or professional lives of Office staff and volunteers, internal legislative or executive strategy, and internal operations of the Office, among others.

Strict observance of this policy by all volunteers is of great importance to the effective operation of the Office. Violations of this policy may result in discipline, up to and including immediate termination of the volunteer’s relationship with the Office. Volunteers who discover a violation of this policy have the responsibility to notify their supervisor. If any volunteer has any question as to whether any information is sensitive or confidential, he or she should discuss it with the PTT Chair, Chief of Staff or General Counsel.

Violations of this policy could also expose the violator to civil and/or criminal liability.

Any suspected unauthorized disclosures of classified information will be reported to the appropriate authorities.

B.1.2 Getting Help: Technical Support 

The GSA Help Desk is available to assist you with your technology issues. 

There are several ways to contact the Help Desk – a call center which is staffed 24/7 (24 hours a day – 7 days a week):  

· Send an email to PTThelp@ptt.gov with your issue or question, 

· Or call 877-788-1472

B.1.3 Acceptable Email Use 

Email is an inherently unsecure medium, analogous to a postcard in traditional mail, and should be treated with due care.  Volunteers should access public web-based email systems from the office computers for personal needs. Limited use of the Office internet access for personal email is acceptable so long as it does not interfere with the volunteer’s responsibilities. 

Emails sent and received through Office computers are the property of the Office, and the Office reserves the right to monitor any and all email traffic. 

Email servers are a shared office resource and the information technology staff will from time to time promulgate restrictions for storage on those servers. Volunteers are expected to cooperate with such restrictions and are invited to seek assistance from the information technology department. 

B.1.4 Blast Emails

Do not send unauthorized “Blast emails.” Blast emails sent to distribution lists containing more than fifty external addresses can jeopardize our Office. We have specialized blast email tools that eliminate this risk. Contact the Help Desk if you need to send email frequently to large external distribution lists.

B.1.5 Security

Securing technology assets is an important responsibility for everyone. The value of the assets and the confidential information they contain is at stake. Computers and Blackberries, confidential reports and data should all be secured. 

B.1.6 Password Security 

Users have a responsibility to employ all available security mechanisms and procedures for protecting their own data and that of the Office. All volunteers have a responsibility for assisting in the protection of the systems they use. Because the security awareness of each individual user impacts the security of the whole system it is essential that users create a strong password. If a volunteer is in a situation and needs to create a password follow the directions below.
Responsible password security conduct includes: 

1. Ensuring that your password conforms to system guidelines: at least eleven characters long and contain any three of these four character types (lower case, upper case, numeric, special characters).  You cannot reuse any previous passwords. The PTT will follow GSA instructions related to passwords.

2. Changing your network logon password at any time you have a reasonable expectation that your password may have been compromised.  

3. Never disclosing your password to another individual under any circumstances; 

4. Never posting any password on a bulletin board or storing it in an identifiable format on or in your desk or workplace; 

5. Never installing a password memory application, such as "Gator," on your  PC; and, 

6. Notifying and consulting the information technology staff at any time you believe there may have been a security violation. 

These password policies apply to all Office passwords (including any applicable codes such as network logon, copier code, long distance code, and postal meter code). 

B.1.7 Data Confidentiality and Data Ownership 

All electronic information generated and stored on Office computers is the property of the Office, including any emails, memoranda, or research acquired in the course of a volunteer's service. Disclosing any information from the Office network to another party, other than in the regular course of Office responsibilities, is strictly prohibited and grounds for discipline up to and including termination. This shall include sharing internal Office data with unauthorized users.

A departing volunteer has no right to retain any information generated in the course of Office business or via Office technology 

Under no circumstances may a departing volunteer or any other non-Office party receive a copy of the data or any fraction thereof from enterprise databases such as the donor database system, except as permitted explicitly and in writing by the Office Deputy Director of Operations or as provided for by contract entered into between the Office and a service bureau. 

B.1.8 Unapproved Software and Hardware 

Non-standard software and hardware is not permitted to be installed on Office computers without prior approval from the information technology staff. Such software would include personal tax preparation packages and hardware would include Palm Pilots, which are not supported by the Office information technology department. Please consult the information technology department with any questions.
B.1.9 Online Communities

Any participation with an online community in an official capacity on behalf of the Office requires advance approval from the Communication Department. An “online community” includes websites, blogs, message boards, listservs, social networking communities, and other online venues specifically authorized from the Communications Department.  You are considered to be participating in an online community in an official capacity if you reference the Office at any point during your communication.  If you are unsure whether your participation in an online community qualifies as participation in an “official capacity,” please consult the General Counsel’s office.

The Office acknowledges that many Office staff and volunteers also participate in online communities in a non-official capacity during non-business hours.  Please remember that even though you are participating in these sites as individuals on your own time, simply by volunteering at the Office, you represent the organization, the PTT. 

Whether you are participating in an online community in an official or a private capacity, the following online activities are prohibited for all Office staff and volunteers at all times:  

(1) participating in any activity that does not appropriately take into account your professional role as an Office volunteer, regardless of any disclaimer you provide; 

(2) participating in any activity that does not appropriately take into account the confidentiality of the work done by the Office; 

(3) editing any websites using Office equipment or network (i.e. Wikipedia, personal websites, company or organizational websites); 

(4) downloading and/or exchanging music files, video files, sexually graphic or pornographic files, games, pictures, personal web pages, and any other data or software that contains non-business related materials to Office equipment or using the Office network; and 

(5) using Office equipment or network to send and/or receive emails that are not for official business, including spam, chain letters, e-jokes, e-cards, or any other types of email which will expose the Office system to spam and/or viruses. 

The Office System Administrator regularly monitors the Internet and Office system for any unauthorized usage. Any prohibited use of technology equipment and/or services, including Internet usage and online activity, may result in disciplinary action up to and including termination of the volunteer’s relationship with the Office.  Any questions or concerns about Internet usage and online activity may be directed to the Communications Department.

Whether acting in an official or private capacity, Office staff is prohibited from posting language that contains:  (1) confidential information regarding the planning and organization of the Office; 

B.1.10 Images:

As a volunteer participating in an online community on behalf of the Office, you are prohibited from posting any pictures of you without prior approval from the Director of Communications.  No picture will be approved showing an employee or volunteer in a compromising position (i.e., obviously intoxicated, scantily clad, making an inappropriate gesture, or sexual in nature) or any image depicting you in an embarrassing situation. If an image of you that fits within this description is tagged in someone else’s photo, please remove the tag.  Any images or photos not taken by you or which you do not have any rights or permission to use or copy may not be posted.  If you do have rights or permission to use or copy non-original work, please provide the appropriate credit or acknowledgement.   Office volunteers participating in online communities as private individuals are also requested to adhere to these guidelines.

B.1.11 Privacy Settings: 

Office volunteers acting in either an official or a private capacity must set their profile to the highest level of privacy for that social network. Only those who you have approved as friends should have access to your profiles. Included in privacy settings are profiles, photos and other multimedia. The only exception for public photo should be your social networks profile photo.

When rejecting a friend request, a group or cause invitation, Facebook in particular does not tell the person extending the invitation who has rejected the request. In other words, don’t worry about hurting your friend’s feelings.

B.1.12 Copyright:

The Office complies with federal copyright law in all instances. Any posting to your profile that includes text, music, images or video for which you do not own the rights or have not secured permission to use must be removed.  This applies to both official and private usage.
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